[Linux System Log]

[01] 21SA AlA" 20

S AIAEUHA 20U JAs 2= HH0l 2M0l IS0l =0
1222 2N EdotfsE 3 JtE HA olior g 201 2 1=240ICH
£ Y2 AldlASHD Ues &0l Met otF0l F J10mA A =5 UL

Ol0l CHoHAl H=otH =4ote HEW SH FIHLZ LE s Z

0l
Ct.
2lSA2 system loge JIE2&X 292 syslogd(/sbin/syslogd) O£ 1O Od&229 && It
syslog.conf(/etc/syslog.conf) W0 2loHM JI1Z0l &2, crondt logrotatedl 2IaHAM =2

oz 2Ho0lM L.
(logs =& CH2 MK HESH=H 2oHa ECH)

[02] 210 Y9 &R
csA0M 21 IS et oz Jvar/log/Ml J1Z0[ = C.
27 Ig2 296t= MEIA WetA XH0IDJF LI syslog.conf A&l Met CH2CH.

AER

[root@localhost logl#® Is

Iorag.0.log SEcuUre

iXorg.0.lo0g.0ld maillog spooler

lacpid cron RESSAages tallvlog

lanaconda. log

anaconda.s¥slog dmesg vstap

anaconda.xlog faillog vum. log
rpapkas

boot.log

\btep lastlog scrol lkeeper. log

[root@localhost logl# ped

fvarflog

[root@localhost logl# [] v
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# lastlog

/var/log/lastlog IS HEsS 2E0HF= FEO

/etc/passwd L0 AT Ues HES 2102101 Tl HAED 28 &0 010k
ANEXHH LE ~Z 2 H Z2FE

root pts/3 192.168.133.1 = 108 10 16:49:24 +0900 2008
bin **SHHGE Z 0I5 HO| R SLICHx*
hsaldb **SHHGE Z 0I5 HO| P SLICH*
xfs **SHHGE Z 0I5 HO| SR SLICH*
gdm **SHHGE Z 0I5 HO| R SLICH*
doom pts/1 192.168.133.1 = 10& 10 16:17:53 +0900 2008
# last

SEH AHAH HE28t A2t 2 AlI2H0l st 2201 U2F /JUCH.

/var/log/wtmp IS &0l WEs BH=C.

root pts/0 0.0 Fri Oct 3 15:29 — down  (00:26)

root :0 Fri Oct 3 15:28 — down  (00:27)
reboot  system boot 2.6.18-53.el5 Fri Oct 3 15:27 (00:28)

root pts/0 :0.0 Fri Oct 3 15:23 — down  (00:00)

root :0 Fri Oct 3 15:22 — down  (00:01)
reboot  system boot 2.6.18-53.el5 Sat Oct 4 00:18 (-8:-54)
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[root@localhost log]# w
18:11:44 up 3:22, 3 users, load average: 0.05, 0.07, 0.03

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
root pts/0 192.168.133.1 15:41 0.00s 1.66s 0.07sw
root pts/1 192.168.133.1 16:31 1:40m 0.22s 0.22s —bash

root pts/2 192.168.133.1 16:49 1:22m 0.22s 0.22s —bash

# who
w ZE0 2 ORI Z Jvar/log/utmp I 9l LHIES & 1DSHCL.

[root@localhost log]# who
root pts/0 2008-10-10 15:41 (192.168.133.1)
root pts/1 2008-10-10 16:31 (192.168.133.1)




root pts/2 2008-10-10 16:49 (192.168.133.1)

[04] 21 &gl T2 3 syslogd

syslogde 2lsA9 AIAE 2E J|=26ts T2 &0|C.
Bt3 HAA2 /etc/syslog.conf I 2 SHC}.

(01) syslogd 4= &9l

[root@localhost logl# ps —ef | grep syslogd
root 1868 1 014507 00:00:00 syslogd -m 0
root 5034 4925 0 18:31 pts/0 00:00:00 grep syslogd

(02) 88 &AF W /etc/syslog.conf

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#kern.x /dev/console

# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!
*.info;mail.none;authpriv.none;cron.none /var/log/messages

# The authpriv file has restricted access.
authpriv.x /var/log/secure

# Log all the mail messages in one place.
mail.* —/var/log/maillog

# Log cron stuff
cron.* /var/log/cron

# Everybody gets emergency messages
*.emerg *

# Save news errors of level crit and higher in a special file.
uucp,news.crit /var/log/spooler

# Save boot messages also to boot.log
local7.x /var/log/boot.log
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auth, authpriv, cron, daemon, kern, Ipr, mail, news, syslog, user, uucp, local0 ~ local7

¥ AKX EFR(EQT =A)
emerg . AIAE THY(AIAE S ASAIF S8HY = gle 322)
alert : XIYHOl 0llf, SAl £H0F ot= LHE
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crit : XIFEEOL 0l (3t=HO OflA, critical error)
DOl (LEFE Ol Olled AFEH)

warn @ 310 HAIXI(AIAE QF AF |

notice : & MIAIXI(HAXQl AEHXICH

info: &2 OIAIKX

debug : CIH O HIAIX(AE#ECl ZZ MM ClHY HEL)

none : 2 HIAIXIE RAlstC.
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# kern.* /dev/console
2= HE HAKXKE 25380 s€olcte SOICh J28oz2 =402 T QUL
*.info;mail.none;authpriv.none;cron.none /var/log/messages

Hg, o= A2 MeAst 2= B2 EE /var/log/messagesOl J| =26t}

authpriv.x /var/log/secure

&
o

el XEol oIEl HMEES /var/log/secure0il J|=8HC}.
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mail.* /var/log/maillog

LY 2H= MBS /var/log/maillog0ll JI|28tL}.

cron.* /var/log/cron

d80 28&E d2=2 /var/log/cron0l J|=&tCh.

*.emerg /*
PE SFMS0| 22 HAIXE &2 5= UAH StCF.
uucp,news.crit /var/log/spooler

HLY SA0H 28 A== /var/log/spoolerdl J1= 8L,

local7.x /var/log/boot.log

AMAED 28E M 22 HAIXISS /var/log/boot.logtll JIS8HC}.
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[TIP]
pkill -hup PID ot AMHIA SE 201 HAIAE = UL
0 Zoh A K== M0l B 2 N

# pkill —hup

pkill: No matching criteria specified

Usage: pkill [-SIGNAL] [-fvx] [-n|-0] [-P PPIDLIST] [-g PGRPLIST] [-s SIDLIST]
[-u EUIDLIST] [-U UIDLIST] [-G GIDLIST] [-t TERMLIST] [PATTERN]

[05] logrotate
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# rom —ga | grep logrotate

logrotate—3.7.4-7

logrotate= JI2& 92 /etc/cron.daily CIZE2|0 ZE T UAHA IR0 SHH A=}

[root@localhost /]# cd /etc/cron.daily/

[root@localhost cron.daily]# Is

Oanacron  cups makewhatis.cron prelink tmpwatch
Ologwatch logrotate mlocate.cron rom

[root@Ilocalhost cron.daily]# Is —F /etc/cronx
/etc/cron.deny /etc/crontab

/etc/cron.d:
sa—update

/etc/cron.daily:
Oanacron*  cups* makewhatis.cron* prelink* tmpwatchx
Ologwatch@ logrotatex mlocate.cronx roms=

/etc/cron.hourly:

/etc/cron.monthly:
Oanacron=

/etc/cron.weekly:
Oanacron* makewhatis.cron=
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# vi /etc/logrotate.conf

#* root@localhost fetc

# see "man logrotate® for details
# rotate log files weekly
veekly

# keep 4 weeks worth of backlogs
rotate 4
# create new (empty) log files after rotating old ones
create
# uncomment this if vou want wour log files compressed
#compress
# RPH packages drop log rotation information
include fetc/logrotate.d
# no packages own wimp —— we'll rotate them here
fvarfloafetep {

ronthly

create 0664 root utep

rotate 1

# system—-specific logs may be also be configured here.

into this directory

<HY>
weekly
=] Igs HEgg D|2H2 ettt JIE 282 o2 21 LS HE st
daily : 0HY &
weekly : O H&E
monthly : OHE H&E
rotate 4
==t Lo =2 XI&HetCt. 02H AI&ECHH T 0 A weekly2 28I =20 4=2¢
= Xl =l Ct.
create
2 IS BHAHGID ME2 0 s MHAE HdoIX X SHC.
#compress
shHsr 218 A=otESE HHASH . =42 oHHotH 8 MY S gziplz =stih.
include /etc/logrotate.d
RPM IH2IAXI=0] 21 =& dAEBE JI& =0 MEE CEEE =0 0 CIEE o
U_es ME=s0l 25 EZ&ECC.

/var/log/wtmp {
monthly




create 0664 root utmp

rotate 1
}
2o 4¥2 wimplll tist &8 E ot A0ICH
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[06] /etc/logrotate.d
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[root@localhost f1# cd fetcflogrotate.d

logrotate. d]#
logrotate. dl#

[root@local host
[root@local host
A 112
drexr-xr-x 2
drexr-xr—x 97

root
root
root
root
root
root
root
root
root
root
root
root
root

At
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# vi /etc/logrotate.d/yum

root
root
root
root
root
root
root
root
root
root
root
root
root
[root@localhost logrotate.
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acpid
conman
cups
httpd
pgetty
ppp
psacct
rpm
sa-update
svslog
YUR

[root@Ilocalhost logrotate.d]# cat yum

/var/log/yum.log {
missingok
notifempty
size 30k
create 0600 root root

}

create 0600 root root : =&tg
S root2 X|ASHC).

=

Of



[root@localhost fl1# cd fetcflogrotate.d
[root@localhost logrotate.d]l®
[root@localhost logrotate.dl# Is
lacpid cups pgetty psacct sa-update
conman httpd ppp rpm s¥slog
[root@localhost logrotate.dl#
[root@localhost logrotate.dl# cat vum
fvarfloafyum.log {

Rissingok

notifespty

size 30k
) create 0600 root root
[root@localhost logrotate.dl#
[root@localhost logrotate.dl# -al fvarflogfvum.log
-re-r——r— 1 root root 0O 10 @DD:IQ fvarfloagfvum.log
[root@localhost logrotate.d]l®
[root@localhost logrotate.dl# []
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